
What is claimed is: 

A method 3rf providing backup service to a group of cable modems on a cable 
network hayihg a working SMTS providing service to the group of cable modems and having 
a protecting CMTS availabl^o take over service to the group of cable modems, the method 
comprising: 

receiving information ab^ut the status of the group of cable modems from the working 
CMTS to thereby synchronize theVrotecting CMTS to the working CMTS; 

determining that the protecting CMTS is to take over service to the group />f cable 
modems; and 

taking over service to the group\)f cable modems. 


2. The method of claim 1, wherein receiving information in/olves receiving a 
synchronization message from the working CMTS. 

3. The method of claim 2, wherein the synchronization message includes MAC 
and IP addresses of the cable modems in the group of cable models. 

4. The method of claim 2, wherein the sy^hronization • message includes 
DOCSIS parameters for the cable modems of the group oTcable modems. 


5. The method of claim 1, further c^ 
protecting CMTS with the received information. 


iprising updating a database of the 


6. The method of claim 1, fiirtKer comprising: prior to receiving information 
about the status of the group of cable modrais, becoming available to take over service from 
the working CMTS, wherein the information about the status of the group of cable modems 
includes an entire set of synchronizati^ data for the group of cable modems from the working 
CMTS. 



The method of claim 1\ wherein receiving information about the status of the 
group oi Gaole modems comprises receWing a portion of synchronization data for the group of 
cable modems, and wherein the portion of synchronization data comprises data that has 
changed since a previous synchronizatior 
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8. The method of claim 1, wherein the protecting CMTS provides downstream 
messages to the group of cable modema on the same downstream chatmel as used by the 

9. The method of claim 1 , further comprising providing service to O/^cond group 
of cable modems from the protecting CMTS. 


10. The method of claim 1, wherein the protecting CMTS 
to a second group of cable modems. 


not provide service 


1 1 . The method of claim 1 , wherein determining/that the protecting CMTS is to 
take over service to the group of cable modems comOT?ses determining that the working 
CMTS is not responding to the protecting CMTS or i^ot providing signals to a designated 
node on the cable network. 





The method of clailp 1 1 , wherein determining that the working CMTS is not 
responding/ composes receiving niD acknowledgement of a HELLO message within a 
predefined time after the HELLO message was sent from the protectiijg CMTS to the working 
CMTS. 

13. The method of claim 1, wherein determining >tfiat the protecting CMTS is to 
take over service to the group of cable modems comprises receiving notification from a 
network node that a downstreani signal from the working CMTS is no longer being received. 


upcorlverter. 



The method of clami 13, wherein the network node is a cable modem or an 


30 


15. The method of claim 1, wherein the working CMTs and protecting CMTS are 
separate CMTS interfaces provided on at least one CMTS cha^is. 

16. The method of claim 1, wherein servic^ to the group of cable modems is 
switched from the working CMTS to the protecting C^TS without requiring that the group of 
cable modems to change their settings. 


35 17. The method of claim 1, /further comprising sending synchronization 

information, regarding the group of cable inodems, to the working CMTS after the protecting 
CMTS takes over service to the group cable modems. 
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I CMTS apparatus cStpable of acting as a protecting CMTS on a cable network 
having Hffl?oup of cable modems Vp be serviced by a working CMTS, such that when the 
working CMTS becomes unavailable, the protecting CMTS can take over service to the group 
of modems, the CMTS apparatus con^rising: 

one or more processors; and 

a memory, 

wherein at least one of the proc^sors and the memory are configured or designed to 
receive and store synchronization data horn the working CMTS, the synchrjiftiization data 
specifying information about the group of \able modems. 



19. The CMTS apparatus of claim 18, wherein the CMTS app^atus is a complete 
CMTS or a portion of a CMTS. 
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20. The CMTS apparatus of claim 19, wherein the CMTI^pparatus is a line card. 

21. The CMTS apparatus of claim 18, wherein at le^st one of the processors and 
the memory are configured or designed to receive the synchronization data in the form of a 
synchronization message specifying at least one of address^ and operating statuses of one or 
more of the cable modems in the group of cable modems.^ 

22. The CMTS apparatus of claim 18, whferein at least one of the processors and 
the memory are configured or designed to periodically send HELLO messages to the working 
CMTS to confirm that the working CMTS is operating. 


23. The CMTS apparatus of clainl 18, wherein at least one of the processors and 
the memory are configured or designed to/iake over responsibility for service to the group of 
cable modems upon determining that ^ working CMTS is or will become unavailable to 
service the group of cable modems. 



The CMTS apparatu^of claim 18, wherein at least one of the processors and 
the meflorV are configured or designed to service the group of cable modems using a 
downstream frequency that is identical^ to a downstream frequency used by the working 
CMTS. 
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25^ A computer program product comprising a machine readable medium on 
which is provided instructions for providing backup service to a group of cable modems on a 
cable network having a working CMTS providif^g service to the group of cable modems and 
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having a protecting CMTS available to take over service to the group of cable modems, the 
instructions comprising: 

receiving information abou\ the status of the group of cable modems from the working 
CMTS to thereby synchronize the protecting CMTS to the working CMTS; 

determining that the protect^g CMTS is to take over service to the group of cable 
modems; and 

taking over service to the groufc of cable modems. 


26. The computer program product of claim 25, wherein the /instruction for 
10 receiving information involves receiving a synchronization message from the working CMTS. 

27. The computer program product of claim 25, further comprising instructions for 
updating a database of the protecting CMTS with the received infonnation. 


15 


20 


25 


28. The computer program product of claim 25, further comprising the following 
instructions: prior to receiving information about the status^of the group of cable modems, 
becoming available to take over service from the working CMTS, wherein the information 
about the status of the group of cable modems include^/an entire set of synchronization data 
for the group of cable modems from the working CM! 



The computer program product of claim 25, wherein the instructions provide 
that the IjirjOj^cting CMTS provide^downstream messages to the group of cable modems on 
the same downstream channel as used by the working CMTS to ^ovide service to the group 
of cable modems. \ 

30. The computer program product of claim 25, further comprising instructions for 
providing service to a second group of cable modems from the protecting CMTS. 


31. The computer program product ofyclaim 25, wherein the instructions for 
30 determining that the protecting CMTS is to take>over service to the group of cable modems 
comprises instructions for determining that the working CMTS is not responding to the 
protecting CMTS or is not providing signals to a network node on the cable network. 


35 cab: 



The computer progr 
or an upconverter. 


roduct of claim 31, wherein the network node is a 
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33. The computer program product of claim 1, furth^ comprising instructions for 
sending synchronization information, regarding the group ofixable modems, to the working 
CMTS after the protecting CMTS takes over service to the^oup of cable modems. 



CMTS apparatus capable of acting a/ a working CMTS on a cable network 
havin^^ group of cable mWems to be serviced by the working CMTS, such that when the 
working CMTS becomes unayailable, a protecting CMTS can take over service to the group 
of cable modems, the CMTS apparatus comprising: 
one or more processors; and 
a memory, 

wherein at least onV of the processors and the memory are configured or 
designed to send synchronization oata to the protecting CMTS, the synchronization data 
specifying information about the group^of cable modems. 


15 35. The CMTS apparatus of claim 34, wherein the CMp» apparatus is a complete 

CMTS or a portion of a CMTS. 
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36. The CMTS apparatus of claim 34, whercifi at least one of the processors and 
the memory are configured to send the synchronizajimi data in the form of a synchronization 
message specifying at least one of addresses and^efperating statuses of one or more of the cable 
modems in the group of cable modems. 



The CMTS apparatus of claim 34, wherein at least one of the processors and 
the nf^Qorf are configured oA designed to send HELLO acknowledge messages to the 
protecting CMTS upon receipt of \ HELLO message from the protecting CMTS. 

38. The CMTS apparatus of claim 34, wherein ajKleast one of the processors and 
the memory are configxired or designed to send a SWITCJi_REQ message indicating that the 
working CMTS wishes to have the protecting CMTS Jmce over service to the group of cable 
modems. 



r\ \ y/^^ \A method of providingWorking^rvice to a group of cable modems on a cable 
network ifgymg a working CMTS providing j^rvice to the group of cable modems and having 
a protecting CMTS available to take ove^ervice to the group of cable modems, the method 
comprising: 

sending synchronization data about^he group of modems to the protecting CMTS; 
determining that the protecting CM^S should take over service to the group of cable 
modems; 
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notifying the protecting CMTS that it should take over service to the group of cable 
modems; and \ 

discontinuing service topie group of cable modems. 

40. The method of claim 39, w^herein sending the synchronization cMa comprises 
sending a synchronization message containing the synchronization data. 


10 


41, The method of claim 40, w^herein the synchronization m^sage includes MAC 
and IP addresses of the cable modems in the group of cable modems. 

42. The method of claim 40, wherein the synclu?6nization message includes 
DOCSIS parameters for the cable modems of the group of cable modems. 
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43. The method of claim 39, fiirther comprisiiig determining that the protecting 
CMTS has become available to provide service to the/group of cable modems, and wherein 
sending the synchronization data comprises sending information pertaining to all current 
parameters of the group of cable modems in order/to allow the protecting CMTS to provide 
service to the group of cable modems. 

The method oft claim 39, further comprising determining that a parameter 
pcrtairB^/o at least one of the Vable modems in the group of cable modems has changed, and 
wherein sending the synchronimtion data comprises sending information pertaining to the 
changed parameter to the protecting CMTS in order to allow the protecting CMTS to provide 
service to the group of cable models. 

45. The method of claim 39, wherein determining that the protecting CMTS 
should take over service to the group of cable modems/comprises receiving notification from 
a network node that a downstream signal from t^ working CMTS is no longer being 
received. 



upco] 



The method of claim 45, wherein the network node is a cable modem or an 
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47. The method of claim 39, wherein notify i^fg the protecting CMTS comprises 
sending a switch request message to the protecting CMTS. 


48. The method of claim 39, wherein tKe working CMTS and protecting CMTS are 
separate CMTS interfaces provided on at least /me CMTS chassis. 
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49. The method of claim 39, wherein service to the groun/of cable modems is 
switched from the working CMTS to the protecting CMTS without r^^^iring that the group of 
cable modems to change their settings. 



50. The method of claim 39, further compri^ng receiving synchronization 
information, regarding the group of cable modems, from the protecting CMTS after 
discontinuing service to the group of cable modems. 

A computer program product comprising a machine readable medium on 
which"isB^<tded instructions for providing working service to a group of cable modems on a 
cable network having a working CMTS providing service to the group of cable modems and 
having a protecting CMTS available\to take over service to the group of cable modems, the 
instructions comprising: 

sending synchronization data atbut the group of modems to the protecting CMTS; 
determining that the protecting ^MTS should take over service to the group of cable 
modems; 

notifying the protecting CMTS tHjat it should take over service to the group of cable 
modems; and 

discontinuing service to the group o^ cable modems. 


52. The computer program product of claimyOl, wherein the instructions for 
sending the synchronization data comprises sending a s^fiichronization message containing the 
synchronization data. 



53. The computer program product of claim 5 1 , furthgr comprising instructions for 
determining that the protecting CMTS has become available to provide service to the group of 
cable modems, and wherein the instructions for sending the synchronization data comprises 
instructions for sending information pertaining to all cun-ent parameters of the group of cable 
modems in order to allow the protecting CMTS \p provide service to the group of cable 
moder 

J /The computer program product of claim 51 , further comprising instructions for 

determining-^at a parameter pertaining to^ at least one of the cable modems in the group of 
cable modems has changed, and wherein the instructions for sending the synchronization data 
comprises instructions for sending imformation pertaining to the changed parameter to the 
protecting CMTS in order to allow tn^ protecting CMTS to provide service to the group of 
cable modems. 
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55. The computer program product of claim 51, where^ the instructions for 
determining that the protecting CMTS should take over service to tl:^' group of cable modems 
comprises instructions for receiving notification from a netwoi;lc node that a downstream 
signal from the working CMTS is no longer being received. 

56. The computer program product of claim 51,ywherein instructions for notifying 
the protecting CMTS comprises instructions for sending a switch request message to the 
protecting CMTS. ^ 



57. The computer program product of claim 51, further comprising instructions for 
receiving synchronization information, regarding the group of cable modems, from the 
protecting CMTS after discontinuing service ^the group of cable modems. 

method of providing b&ckup service to a group of network nodes on a 
TetworkMavMg a working headend device providing service to the group of network nodes 
and having a protecting headend de^^ce available to take over service to the group of network 
nodes, the method comprising: 

receiving information about thdstatus of the group of network nodes from the working 
headend device to thereby synchronize IJie protecting headend device to the working headend 
device; 

determining that the protecting he^end device is to take over service to the group of 
network nodes; and 

taking over service to the group of neVvork nodes. 


59. The method of claim 58, wherein the network is a wireless network. 
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